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PROBLEM

SOLUTION

/etc/master.passwd 
root:$1$hnHUw50a$tPdv5HZRsDP46FtsW8eXD …  
krix:$1$7hsg1PAq$wTnskj1HwLgdD90SerkQa … 

…

root: sTr0ngIshPW  
krix: Cmplx1tY$

/etc/master.passwd 

 root:$1$8rki9CdA$d50HMxCeEP5sWseX14fYz …  
 krix:$1$f1Yb3bv0$uFm4TPwGAogP8lSe5h1as … 

root: s1mplePass  
krix: w3akSauce 

If an attacker gets ahold of master.passwd …

Reveals ersatzpassword 
instead of true user password

No noticeable difference in  
password hash file

2. Generate new salt and hash 
root: 8rki9CdA  d50HMxCeEP5sWseX14fYz 
krix: f1Yb3bv0  uFm4TPwGAogP8lSe5h1as

> cat /etc/master.passwd  
root:$1$hnHUw50a$tPdv5HZRsDP46FtsW8eXD …  
krix:$1$7hsg1PAq$wTnskj1HwLgdD90SerkQa … 

… 

> ./init_ersatz /etc/master.passwd 

> cat /etc/master.passwd 

root:$1$8rki9CdA$d50HMxCeEP5sWseX14fYz …  
krix:$1$f1Yb3bv0$uFm4TPwGAogP8lSe5h1as … 

… 

>

Username Salt Password Hash

Hardware  

Security Module

1. Generate ersatzpassword 
root:s1mplePass  
krix:w3akSauce 

Ersatz Salt Ersatzpassword Hash

3. Write /etc/master.passwd
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