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Research	  Ques%ons	  
	  

•  TradiDonally,	  where	  and	  how	  has	  decepDon	  been	  used	  
to	  improve	  computer	  systems?	  

•  What	  are	  some	  ineffecDve	  uses	  of	  decepDon	  and	  how	  
can	  they	  be	  improved?	  

Mo%va%on	  
	  

•  Survey	  how	  decepDon	  is	  used	  in	  compuDng	  
•  Learn	  how	  to	  efficiently	  use	  decepDon	  in	  different	  

areas	  of	  compuDng,	  including	  computer	  defense	  

Performance	  
•  Benefit	  

•  Technology	  matches	  
human	  percepDon	  

•  Technology	  is	  easier	  to	  
work	  with	  and	  control	  

•  LimitaDon	  
•  Resource	  intensive	  
•  Debugging	  becomes	  

more	  complex	  

Human	  
•  Benefit	  

•  Humans	  are	  not	  effecDve	  at	  detecDng	  
false	  informaDon	  

•  Can	  be	  used	  ethically	  to	  idenDfy	  
malicious	  individuals	  

•  LimitaDon	  
•  GeOng	  caught	  usually	  results	  in	  

punishment	  

	  

Robo%cs	  
•  ArDficially	  intelligent	  

machines	  

So@ware/Networking	  
•  RAID	  
•  Emulators	  
•  Dropping	  packets	  

Defense	  
•  False	  responses	  to	  

online	  requests	  
•  Beacons	  

AEack	  
•  Smurf	  aSack	  
•  Rootkit	  

Digital	  Communi%es	  
•  Fake	  accounts	  
•  Fake	  profiles	  

Social	  Engineering	  
•  Spreading	  malware	  
•  Gaining	  unauthorized	  access	  to	  

systems	  

Medical	  	  
•  Rehab	  machines	  
•  ProstheDc	  limbs	  	  

AEack	  
•  Phishing	  

aSack	  

Defense	  
•  Honey-‐*	  

Security	  
•  Benefit	  

•  ProacDve	  protecDon	  
•  Gather	  more	  informaDon	  about	  

adversaries	  
•  LimitaDon	  

•  Consistency	  is	  difficult	  to	  aSain	  
•  Accepted	  measure	  of	  decepDve	  impact	  

on	  security	  is	  lacking	  

	  

HCI	  [1]	  
•  Progress	  bar	  

during	  
downloads	  

•  Skype	  staDc	  	  
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