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Problem	  Statement	  
•  Misuse-‐based	  detec-on	  systems	  rely	  on	  a4ack	  signatures	  
•  In	  prac-ce,	  signature	  crea-on	  and	  maintenance	  is	  a	  manual	  
process	  

Phishing	  Campaign	  Topics	  

Specific	  Goals	  
•  Define	  process	  to	  automa&cally	  generate	  detec&on	  signatures	  	  
•  Create	  generalized	  signatures,	  matching	  for	  a4acks	  and	  its	  
varia-ons	  	  

SNIPE	  Architecture	  

Evalua1on	  

	  
•  PREPROCESSING:	  Collect	  emails,	  remove	  duplicates,	  
remove	  spam	  

•  FEATURE	  CREATION:	  Develop	  rich	  set	  of	  features	  
from	  phishing	  emails	  

•  CREATE	  VECTORS:	  Evaluate	  emails	  for	  features	  and	  
create	  vector	  representa-on	  	  

•  MACHINE	  LEARNING:	  Use	  GentleBoost	  algorithm	  for	  
imbalanced	  data	  classifica-on	  
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Training	  Set	  	  22770	  unique	  benign	  and	  230	  unique	  
malicious	  emails	  
Test	  Set	  22770	  unique	  benign	  and	  230	  unique	  
malicious	  emails	  

Ongoing	  Work	  –	  Phishing	  	  
Goal	  
•  Automa-cally	  generate	  phishing	  signatures	  targeted	  towards	  

universi-es 	  	  
Data	  and	  Features	  
•  ~350k	  phishing	  samples	  from	  ITaP	  
•  ~60k	  benign	  samples	  
•  ~270	  features	  
Intermediate	  Conclusions	  
•  Banks/financial	  ins-tu-ons	  s-ll	  primary	  target	  
•  Urgency	  seen	  throughout	  phishing	  emails	  
•  A4ackers	  follow	  semester	  schedule	  
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Future	  Work	  
•  Analyze	  different	  classifica-on	  techniques	  
•  Develop	  more	  efficient	  email	  analysis	  technique	  

•  Incorporate	  more	  NLP	  techniques	  to	  analyze	  sentence	  
structure	  of	  phishing	  emails	  


